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GUIDANCE PAGE – PLEASE DELETE BEFORE SENDING.
This page contains instructions for completing the agreement. The agreement starts on page 2.

Before sending the agreement to the other party, please:
· Delete this page. To do so, select all text on this page and press ‘Delete’.
· Delete all grey guidance text and comments throughout the agreement.
· Check that all fields have been completed.


Joint Controller Agreement
Use a Joint Controller Agreement when AAU and an external party jointly decide why and how personal data will be processed.

This may, for example, be a collaborative project where AAU and another organisation jointly plan the processing, decide which personal data will be used, and determine the overall framework for the processing. The agreement describes how the parties allocate responsibilities relating to, among other things, transparency obligations, data subject rights and security.

Joint controllership is about making joint decisions regarding the processing of personal data. Merely collaborating on a project does not in itself make the parties joint controllers.

How to prepare the agreement 
Complete the agreement by inserting information in the sections marked with grey text.

Among other things, you should:
· describe the processing activity for which the parties are jointly responsible.
· explain why joint controllership applies.
· allocate responsibilities and tasks between the parties.

The agreement also contains sections covering, among other things, the legal basis for processing, data subject rights, personal data breaches and potential transfers to third countries.

If you are unsure about the roles or how to complete the agreement, please contact Grants & Contracts: persondata@adm.aau.dk.




AGREEMENT ON JOINT DATA CONTROLLING

Between

Data Controller 1
[Name]
CVR [CVR number]
[Address]
[Postcode and town/city]
[Country]

and

Data Controller 2
[Name]
CVR [CVR number]
[Address]
[Postcode and town/city]
[Country]
































1. JOINT DATA CONTROLLING

1.1. This agreement establishes the division of responsibilities between Data Controller 1 and Data Controller 2 in connection with: 

[Describe the processing activity for which the parties are joint data controllers].

1.2. Under Article 26 of the General Data Protection Regulation, joint data controlling is when two or more data controllers jointly determine the purposes and means of processing. 

In the case of joint data controlling, the joint data controllers must, in a transparent manner, determine their respective responsibilities for compliance with the obligations under the General Data Protection Regulation, in particular as regards the exercising of the rights of the data subject and their respective duties to provide the information referred to in Articles 13 and 14 by means of an arrangement between them unless, and in so far as, the respective responsibilities of the data controllers are determined by Union or Member State law to which the data controllers are subject. 

In accordance with Article 26(2) of the General Data Protection Regulation, the arrangement must duly reflect the respective roles and relationships of the joint data controllers vis-à-vis the data subjects. The essence of the arrangement must also be made available to the data subjects. 

However, irrespective of the terms of the arrangement, the data subject may exercise his or her rights under the General Data Protection Regulation in respect of and against each of the data controllers.     
 
Likewise, the ‘internal’ division of responsibilities in the Agreement on Joint Data Controlling does not prevent the supervisory authority from exercising its powers vis-à-vis both Data Controller 1 and Data Controller 2.  

1.3. Data Controller 1 and Data Controller 2 are in agreement that they are joint data controllers in connection with [specify the processing activity]. In the assessment thereof, importance has been attached to the following:

[Describe what has been of decisive importance to the assessment].

1.4. This agreement has been drawn up to enable Data Controller 1 and Data Controller 2 to comply with the requirements for joint data controlling set out in Article 26 of the General Data Protection Regulation. The agreement determines the respective responsibilities of Data Controller 1 and Data Controller 2 for compliance with the obligations under the General Data Protection Regulation, in particular as regards the exercising of the rights of the data subject and their respective duties to provide the information referred to in Articles 13 and 14.
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2.1.	[Describe Data Controller 1’s overall responsibility]

2.2.	[Describe Data Controller 2’s overall responsibility]




3. Principles and lawfulness of processing

3.1. [Describe who is responsible for the existence of a lawful basis for processing and for documenting this, for example vis-à-vis the supervisory authority].  
3.2. Data Controller 1 and Data Controller 2 are each responsible for compliance with the principles for processing of personal data to the extent that the rules are applicable to their responsibilities under this agreement.
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4.1.[Controller 1/Data Controller 2/Both parties] is/are responsible for safeguarding the rights of the data subjects by complying with the below rules of the General Data Protection Regulation:

· duty to provide information where personal data are collected from the data subject, 
· duty to provide information where personal data have not been obtained from the data subject, 
· right of access by the data subject,
· right to rectification, 
· right to erasure (‘right to be forgotten’), 
· right to restriction of processing,
· notification obligation regarding rectification or erasure of personal data or restriction of processing, 
· right to data portability (however, not applicable to public authorities) and
· right to object to processing.

4.2. [If necessary, describe in greater detail the regulation of the parties’ responsibility in connection with their compliance with the rights of the data subjects, especially if the responsibility has been divided between the parties].

4.3. If Data Controller 1 receives a request or an inquiry from a data subject regarding matters covered by Data Controller 2’s responsibility, as set out above, it must be passed on to Data Controller 2 as soon as possible.

4.4. If Data Controller 2 receives a request or an inquiry from a data subject regarding matters covered by Data Controller 1’s responsibility, as set out above, it must be passed on to Data Controller 1 as soon as possible.

4.5. The parties are responsible for assisting each other to the extent that this is relevant and necessary for both parties to comply with their obligations to the data subjects

4.6. [If necessary, describe in greater detail the regulation of the parties’ responsibility to assist each other, for example when this may be relevant].
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5. Security of processing and documentation of compliance with the General Data Protection Regulation

5.1. Taking into account the nature, scope, context and purpose of the processing in question as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, [Data Controller 1/Controller 2/both parties] must implement appropriate technical and organisational measures to ensure and be able to demonstrate that the processing is performed in accordance with the General Data Protection Regulation. The measures must be reviewed and updated where necessary (Article 24 of the General Data Protection Regulation). This may, for example, involve [Data Controller 1/Data Controller 2/both parties] drawing up procedures for handling personal data breaches, requests for access or compliance with the duty to provide information and the notification obligation.

5.2. [Data Controller 1’s/Data Controller 2’s/Both parties’] measures must include the implementation of appropriate data protection policies where this is proportionate in relation to the processing activities.

5.3. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with the rule on data protection by design and by default set out in Article 25 of the General Data Protection Regulation. 

5.4. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with the requirement for security of processing set out in Article 32 of the General Data Protection Regulation. This entails that, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, [Data Controller 1/Data Controller 2/both parties] must implement appropriate technical and organisational measures to ensure a level of security appropriate to those risks.   

[Data Controller 1/Data Controller 2/Both parties] must therefore perform (and be able to document) a data protection impact assessment and subsequently implement measures to limit the identified risks. 

5.5. [If necessary, describe in greater detail the regulation of the parties’ responsibility in connection with their compliance with Articles 24, 25 and 32 of the General Data Protection Regulation, especially if the responsibility has been divided between the parties]. 

5.6. [If necessary, describe in greater detail the regulation of the parties’ responsibility to be able to document their compliance with Articles 24, 25 and 32 of the General Data Protection Regulation].


6. USE OF DATA PROCESSORS AND SUB-PROCESSORS

6.1. [Controller 1/Controller 2/Both parties] is/are [entitled/not entitled] to use data processors and/or any sub-processors in connection with the joint processing. 

6.2. In connection with any use of data processors and/or sub-processors, [Controller 1/Controller 2/both parties] is/are responsible for compliance with the requirements in Article 28 of the General Data Protection Regulation. [Data Controller 1/Data Controller 2/Both parties] is/are thus obliged, among other obligations, to:

· use only processors providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject,

· ensure that a valid data processing agreement has been made between [Controller 1/Controller 2/the party] and the data processor and 

· ensure that a valid data processing agreement has been made between the data processor and any sub-processor.

6.3. [Data Controller 1/Data Controller 2/Both parties] must, on request, be informed that data are processed by data processors and any sub-processors of [Data Controller 1/Data Controller 2/the other party]. 

6.4. If the data are processed by data processors and any sub-processors, [Data Controller 1/Data Controller 2/the parties] must, on request, be informed of the contents of the agreements made between [Data Controller 1/Data Controller 2/the parties] and the data processor/subprocessor.  


7. RECORDS OF PROCESSING ACTIVITIES

7.1. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with the requirement for maintaining records of processing activities in Article 30 of the General Data Protection Regulation. This means that [Data Controller 1/Data Controller 2/both parties] must maintain a record of the processing for which the parties are jointly responsible.  

7.2. [Data Controller 1/Data Controller 2/Both parties] will inform [Data Controller 1/Data Controller 2/each other] about the contents of the above record.

7.3. [Data Controller 1/Data Controller 2/Both parties] will maintain its/their own record of the processing activity covered by the agreement, based on the contents of [Data Controller 1’s/Data Controller 2’s/each other’s] record of processing activities.


8. NOTIFICATION OF A PERSONAL DATA BREACH TO THE SUPERVISORY AUTHORITY

8.1. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with Article 33 of the General Data Protection Regulation on notification of a personal data breach to the supervisory authority.

8.2. [If necessary, describe in greater detail the regulation of the parties’ responsibility to notify the supervisory authority of any personal data breach].  


9. COMMUNICATION OF A PERSONAL DATA BREACH TO THE DATA SUBJECT
9.1. [Data controller 1/Data Controller 2/Both parties] is/are responsible for compliance with Article 34 of the General Data Protection Regulation on communication of a personal data breach to the data subject.

9.2. [If necessary, describe in greater detail the regulation of the parties’ responsibility to communicate any personal data breach to the data subjects].  

10. DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULTATION

10.1. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with the requirement of Article 35 of the General Data Protection Regulation for a data protection impact assessment. This entails that where a type of processing in particular using new technologies, and taking into account the nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural persons, [Data Controller 1/Data Controller 2/both parties] must, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. 

10.2. [Data Controller 1/Data Controller 2/Both parties] are likewise obliged to comply with the requirement set out in Article 36 of the General Data Protection Regulation for prior consultation of the supervisory authority where this is relevant. 

10.3. [If necessary, describe in greater detail the regulation of the parties’ responsibility to prepare a data protection impact assessment or to demonstrate that there is no need for this].  
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11.1. [Data Controller 1/Data Controller 2/Both Parties/The parties jointly] may decide that personal data may be transferred to third countries or international organisations. 

11.2. [Data Controller 1/Data Controller 2/Both parties] is/are responsible for compliance with the requirements set out in Chapter V of the General Data Protection Regulation if personal data are transferred to third countries or international organisations. 

11.3. [If necessary, describe in greater detail the regulation of the parties’ responsibility in connection with the transfer of personal data to third countries or international organisations].  


12. COMPLAINTS
12.1. Each party is responsible for the handling of any complaints lodged by data subjects if such complaints concern breaches of provisions in the General Data Protection Regulation for which the party is responsible under this agreement. 
 
12.2. If one of the parties receives a complaint which should rightly be handled by the other party, the complaint must be passed on to said data controller as soon as possible. 

12.3. If one of the parties receives a complaint which should, in part, rightly be handled by the other party, the relevant part of the complaint must be passed on to the other party for handling as soon as possible. 

12.4. If a complaint or part thereof is passed on to the other party, the data subject must be informed of the main contents of this agreement.  



13. NOTIFICATION OF THE OTHER PARTY

13.1 The parties must keep each other informed of significant matters of importance to the joint processing and this agreement.


14. REGULATION OF OTHER MATTERS

14.1. [[Describe any regulation of other matters].  

14.2. [Describe any regulation of other matters].  


15. COMMENCEMENT AND TERMINATION

15.1. This agreement will enter into force upon both parties’ signing thereof. 

15.2. The agreement will remain in force for the duration of the data processing in question or until the agreement is replaced by a new agreement governing the division of responsibilities in connection with the data processing.


16. Signature

Place, date:

Name:



_______________________________
Data Controller 1





Place, date:

Name:



_______________________________
Data controller 2
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